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2021 Evolving Themes

• Increasing levels of Sophistication, 

Customization and Personalization

• Finding more Legitimate services to abuse

• Capitalizing on global trends

• Evolving to fill the void left behind by 

operational disruptions



Why are we still discussing 
email security?

91%
Cyberattacks that 

being with a spear 

phishing email

57%
Spam, Phishing, 

or Malware

Malware delivered 

by email
94%

2020 Crime Types Continued (by victim loss)

Crime Type Loss LossCrime Type



Cybersecurity Thrust into Headlines



Ransomware-as-a-Service



Phishing Kits



Emotet Takedown… aka Operation 
Ladybird

Orchestrated 

By Europol

Quarantined over 1 

million infected systems

Disrupted future 

operations



o Stop spam, phishing, zero-hour 

malware, and business email 

compromise without user 

intervention

o Dynamic time-of-click defense 

and attachment sandboxing

o 24/7/365 security technicians 

proactively adjust defenses

o Flexible routing, email policies, 

and on-demand message 

retraction expedites 

enforcement

o Daily configuration checks for 

optimized routing and protection

Threat Protection

Email Threat Protection



Email Attack 

Examples



More Obfuscation – Captcha Phishing



More Obfuscation – Captcha Phishing



Living off the Land (LOtL) 
Phishing Attacks



Living off the Land (LOtL) 
Phishing Attacks



Remcos RAT -Tax Scam 



Security Tips

Never reuse the same password on different 

services, if the service is compromised attackers will 

try that same password for others.

Implement a VPN for all remote workers but resist 

using a free VPN service as they often monetize 

your private data

Limit use of third-party services

Use end to end email encryption for any message 

containing confidential or personally identifiable 

information

Ensure your solution is capable of dynamically 

analyzing email attachments

Audit your email environment for O365 users our 

Security audit can provide critical insights

If there is any suspicion about a message or 

transaction, it never hurts to call the sender. Most 

will be glad of your security protocols in place to 

help prevent fraud
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Security Tips



AETP (message retraction)

Backup and Recovery

Advanced Email Threat Protection

Advanced Email Encryption

Multi-factor Authentication

Security Audit

Threat Analys is  Team /  Tools

Threat Inves tigation /  Analys is

Vulnerability Remediation

Backup and RecoveryData Loss  Prevention Scanning

Security Tips



Thank you.



Questions?
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