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Remote Work



Trends in 

Hybrid and 

Remote Work

Let’s hear from you and what you’re 

seeing trend in your organization.

• What are you doing to adapt to 

a more remote workforce?

• What security measures have 

you taken to ensure your 

organization remain secure?



Trends in Hybrid and Remote Work

66%

Of leaders say their company is 

considering redesigning office space for 

hybrid work

73%

Of employees want flexible remote work 

options to stay

67%

Of employees want more 

in-person work or collaboration post-

pandemic



Threat Landscape



206M
Attached Malware 

Attacks stopped 

7.4B
Social Engineering 

Attempts Blocked

$26B+
Global BEC Losses 

24/7 Team of Security 

Analysts that:

Identifies threats and 

vulnerabilities

Creates rules and evolves defense 

to changing threatscapes

Threat detection powered by 18 years of 

experience, technology and innovation

Our Security Operations Center is always busy and…

Our Email Security is always evolving to defend 

against the latest (and upcoming) threats.

Data Driven Security Solutions 



Solarwinds Supply Chain Attack



Hafnium – Microsoft Zero-Day Attack



Phishing Kits For Sale



Phishing Kit Example



Goal - Credential Harvesting



COVID19 Malware Example – jRAT / Adwind



COVID19 Malware Example – GULoader/Netwire



AgentTesla Advertisement



COVID19 Malware Example – AgentTesla



COVID19 Malware Example – Dridex



Security Simplified



Threats are more than just the headline

How to Address the Challenges



An Opportunity to Talk About the Challenge
Email is the vector for Recon & Attack



An Opportunity to Talk About the Challenge
Yet there are other ways of bypassing email security



An Opportunity to Talk About the Challenge
How do you know the cybercriminal’s goal?



AETP (message retraction)

Backup and Recovery

A Layered Approach Can Do so Much More!



A Layered Approach Can Do so Much More!
Zix simplifies stopping sophisticated cybercriminals



M365 CSP

Email security for M365

Peace of mind security

Zix Layered Security Approach

M365 Security Audit

Insight and remediation

Critical business resilience

Back up for M365

Phenomenal support for M365

Quick, effective support



Prevent & Detect



Security Insight

You Can Use

M365 Security Audit

Automated auditing for security insights that 

make prevention and detection of threats 

against your productivity suite as simple 

as one click.



Delete 

Rules in Place

Move Rules 

in Place

Forwarding

Rules in Place

DOMAINS

6

59

340

76

Password Set to 

Never Expire

Multi-Factor

Authentication

Enabled

Password 

Older than 

90 Days

89%

64%58%

ADMINS

45

Passwords Older 

Than 90 Days

Passwords Set

to Never Expire

Advanced 

Auditing Enabled

USERS

3,784

45%

62%

11%

97%

Multi-Factor

Authentication

Enabled

Security Insights



Microsoft 365 Security Audit Service

• Assesses configurations, summarizes results with clear indicators.

• Identifies gaps and potential compromise.

• Provides key corrective actions the admin can take to secure 

their tenant and data.



• Lists all inbox rules

• Disable suspiciousrules

AdminRoleReport UserReport MailboxReport

• Lists all users with admin roles

• Remove adminroles

• View password policy and

MFA  status

• Block sign-in

ForwardingReport InboxRule Report ReportScheduling

• Lists all forwarding rules

• Prevent end users from creating  

forwarding rules

• Disable forwardingrules

• Schedule audits for one or more  

customers

• Create reoccurring audit

report jobs

The Features

• View mailbox access IP

and country

• Enable basic and advanced  

mailbox auditing



• Detect compromised accounts

• Shows how the bad actor

was moving through 

the environment

AdminRoleReport UserReport MailboxReport

• Gain insight into

unauthorized access

• Quickly remediate

compromised accounts

ForwardingReport InboxRule Report ReportScheduling

• Help prevent sensitive

data leakage

• Ensure employees are 

not forwarding email to

personal accounts

• Time-savings by reducing need 

to runindividually

• Coordinate reports with  

scheduled customer touch points

The Benefits

• Enables the logging of

IP address

• Enables logs for 

forensic investigation

• Identifies users with elevated roles

• Guides customer to respect the 

rule of least privilege



Consult with Your Partner

• Scantron has access to our entire suite of 

security solutions to better protect you from 

impending threats.

Schedule a Security Audit

• Work with ScanTron to schedule your 

Microsoft 365 Security Audit today.

Next Steps



Questions?


