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: Security Win WORKFLOW 5:30 PM

4 _shared a security win!

Segment: Enterprise

Vertical: Marketing

The win: —idenﬁﬁed indicators of a zero-day attack and ran a search across our customers which
lead to the discovery that many of our customer were being targeted for this exploit. AWN S2 members quickly and
efficiently assembled a team to react quickly to this threat. R 2nd the Triage team rapidly built
dashboards and intentions to help monitor and protect AWN customers from the threat. During this time S2
members discovered one of our enterprise customers was under active threat of compromise on at least one host.
The CST quickly connected with the customer with this information and the customer is working to remediate the

1."%0'1,"%$2%)."%34/%-$"5%6" ($78%59:: 1(%8")"*)97-%<IFBBIN6)$%5"* #9)(%'1"#)5%2$#%$, #%*19"7)5

: Security Win WORKFLOW 9:51 AM

- ) shared a security win!

Segment: Enterprise

Vertical: Financial

The win: @EEBdid a password audit for an enterprise financial customer.

Assumptions would say that a financial company would be doing these sorts of audits themselves, but it became clear that this one hasn't in a long time. Gl found
some passwords that haven't been reset since 1999! A particular domain admin account hadn't been reset since 2010!

With the standard password requirements from those early days, someone with a modern machine brute-forcing passwords would probably be able to break it in the
matter of minutes or seconds.

Since the audit was during a phone call with the customer, f@®was able to walk them through the findings in real time, as well as deep dive into how data for these
accounts were showing on our back end of Kibawna.

The customer was very interested in these findings and requested an official report so they can work through to bring the accounts up to modern date. They are now
also beginning to investigate solutions such as ManageEngine to automatically manage these accounts and keep them up to security best practice.
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